
Cool + Cruel = Dual
and New Benchmarks for Sparse LWE

Alexander Karenin 
Technology Innovation Institute 
Elena Kirshanova 
Technology Innovation Institute 

Julian Nowakowski 
Ruhr University Bochum → Centrum Wiskunde & Informatica 

Eamonn W. Postlethwaite 
King’s College London

Ludo N. Pulles 
Centrum Wiskunde & Informatica → Institut de Mathématiques de Bordeaux 

Fernando Virdia 
University of Surrey 

Paul Vié 
Télécom Paris



(Sparse) LWE
2

LWE:
Given:
‣ , 
‣ , where  is small
Find:
‣

Sparse LWE:
‣  has low Hamming weight (and small entries)
‣ relevant for FHE, but not for ML-KEM/Kyber

A ∈ ℤm×n
q

b ≡ As + e mod q ∥e∥

s ∈ ℤn
q

s



(Sparse) LWE
2

LWE:
Given:
‣ , 
‣ , where  is small
Find:
‣

Sparse LWE:
‣  has low Hamming weight (and small entries)
‣ relevant for FHE, but not for ML-KEM/Kyber

A ∈ ℤm×n
q

b ≡ As + e mod q ∥e∥

s ∈ ℤn
q

s

Wenger, Saxena, Malhou, Thieu, LauterBenchmarking Attacks on Learning with ErrorsS&P’25

‣ benchmarks of Sparse LWE attacks on an industrial-scale cluster‣ did not consider all relevant attacks
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Find:
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⋮
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Cool+Cruel:



Cool+Cruel = Dual
10

D := [qIn AT

Im ] w =
w0
w1
w2

nu
nr
m{

{

{

short

A𝗋𝖾𝖽
u :=

⋮
wT

0
⋮

b𝗋𝖾𝖽 :=
⋮

⟨w2, b⟩
⋮

Enumerate candidates  for . 
Take the one that makes 

 short (mod ).

s(i)
u su

b𝗋𝖾𝖽 − A𝗋𝖾𝖽
u s(i)

u q

Dual Attack:
‣ Split BDD instance t = B0x0 + B1x1 + y
‣ Compute short vectors w′￼ ∈ ℒ(B0)*
‣ Enumerate t(i) := t − B1x(i)

1

‣ Apply test to all ⟨t(i), w′￼⟩

LWE:
‣  with first  coord. removedℒ(B0)* ≃ ℒ(D) nu

‣ b𝗋𝖾𝖽 − A𝗋𝖾𝖽
u s(i)

u ≡

⋮

⟨t(i), (w1
w2)⟩

⋮

mod q

Cool+Cruel:


