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Optimal classical algorithm:

» |terate over key space K in decreasing order of likelihood.

> Expected runtime:
K]

Z L P;
i=1
where p; is the probability of the i-th most likely key.

Optimal quantum algorithm:
» Geometric Grover Search (Montanaro, TQC’11)

> Expected runtime:
K]

Z\/;‘Pi
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Key Guessing from a Distribution D

Optimal classical algorithm:

key space K in decreasing order of likeliho ~ Asymptotics of hybrid prima lattice attacks
> |terate over key

> Expected runtime: K
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Rényi Entropy

For a distribution D with support K and Brute force.: 2 Hy(D)
probabillities p;, ..o D)k W€ define

1 K|
H (D) := — log Zpl.“ .
i=1

Special cases:

—> H (D) decreases as a increases

Properties:
> Hy(D) = log(| K| ) » D uniform
="Max entropy — H,(D) = Hy(D), forall a, § € [0,00]
» [ non-uniform
- H(D) == ) p;log(p,)

= Shannon entropy > Product distributions D = y"
. H(D) = min— log (p;) = Hy(D)=n-H,(y)

= Min entropy
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Classical runtime: Quantum runtime:
K] K]
Z [ - p; R 2 H, (D) Z \/; P R N Hy5(D)/2
=1 =1

p=1/2

Arikan, 1996:

K]
For every p > 0, we have 2 ¥ - p. & YPH14p)(D)
=1

H,»(D
12 )>2

Quantum speed-up: 2

H,/3(D)

for every non-uniform D
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Example: Zipf Distribution (Passwords)

Definition: Classical guessing:
» Fix parameters /N and . » 2H1p(D) = 9265
1 Quantum guessing:
> PI’[X —_ X] X ; for x = 1,...,N. R 2H2/3(D)/2 _ 2131
> Leaked LinkedIn passwords Speed-up:
(approximately) follow Zipf distribution > 2 03

with N = 2272 and t = 0.777.

Pr|X = z]




Example: Centered Binomial (Kyber)

Definition:

» Sample (X, ..., X)) < {0,1}" uniformly. Quantum speed-up:

m 2.08 4
» Output X; +... + X — —.
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Example: Weighted Ternary (FHE)

Definition:
» PriX=1] =w/2 =y € (0,2/3] Quantum speed-up:
> Pr[X = — 1] = w/2 31
» PrIX=0]=1—-w

2.8
» Used for sampling ternary n-dimensional o6l

vectors of expected Hamming weight wn. |
2.4 +
2.2
2 | | | |
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Example: Bernoulli Distribution (LPN)

Definition:
» PriX=1]=1 Quantum speed-up:
» PriX=0]=1-1 34|
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Example: Bernoulli Distribution (LPN)

Definition:
» PriX=1] =1 Quantum speed-up:
» PriX=0]=1-71 3 4]

2.8

» LPN-based encryption uses n-fold

Bernoulli with 7 = n~ /2. 2.6 |

» Quantum speed-up: ~ n'/1?

2.4

2.2 [
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» We prove the following upper bounds:

2H1—1/(m+1)(D) 1 / 2H1—1/(2m+1)(D)

classically quantumly

m 1 (o2e)

classically 2Hin(D)  HH(D)

quantumly 4/2H3(D) 4 /2H (D)
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Summary

Single Key One-out-of-m
classically Hl/z(D) Hl— — (D)

quantumly H2/3(D)/2 H1_2m1+ 1 (D)/2

More In the paper:

» For product distributions, we succeed with probability > 50 % after
» 2Hi(D) steps classically
» 2HIDV2 gtang quantumly.

Ofxe0

[=]

https://ia.cr/2023/797
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» Arikan: E[T] ~ 2"-D) = 6476.64...
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Likely Keys

Example: Pr[T < 7]
» LPN subkey drawn from n-fold Bernoulli 1 ]
distribution withn = 15, 7 = (0.2.
» Let 7 be RV for number of required guesses. 0.8 |
> Arikan: E[T] ~ 2H12(P) = 6476.64... 0.6 |

Does T concentrate around [E[77]? - w

0.2 +

» Markov’s inequality: 7 > [E[T] is unlikely.
» What about T E|[T']? 0

6,476 15,000 30,000
X

A 32,768 possible keys.
307 most likely keys carry 50% of probability mass.
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Likely Keys

Theorem:
For keys drawn from a product distribution D = y", the 2HID) mpst likely keys carry at least

1
—+0(n~""
5, T O

of the probability mass.

separated by a factor 24"

\ )

ZHO(D) > 2H1/2(D) > 2H1(D)

T | T

expected time .
#Kkeys for key guessing #likely keys
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