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Main Result

Grover search + known probability distribution — super-quadratic speed-up

Key-Guessing Problem New Result

Let k£ be a cryptographic key sampled from a distribution D. Arikan’s inequality immediately yields
Given: oracle access to Te(D) ~ oln(P) - angd To(D) ~ oHa3(P)/2.
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Optimal Algorithms

Implications
Classically: P

B Enumerate keys in non-increasing order of likelihood. Bernoulli Distribution:
Pri X =0]=p, PrlX =1]=1-p, forp € (0,1).

B Expected runtime:

TC(D) — ZZ " Pis
with p; the probability of the z-th most likely key. 2.0
Quantumly:
B Sophisticated variant of Grover search. Montanaro (TQC'11) 20 | 3 |
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B Expected runtime:

TQ(D) — Z \/{ " Di-
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Weighted Ternary Distribution:

PriX =0/=1—w, Pr[X =1] =% Pr[X = —1] =%, forw € (0, 2.

Known results SN

For the guantum speed-up
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the following is known: 1
B S(D) > 2, forevery D. @30

B There exists D that makes S(D) arbitrarily large.
Ambainis, de Wolf (STACS’00), Montanaro (TQC’11)
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Centered Binomial Distribution:

Impact for cryptographically relevant distributions unclear. 9 0% .
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Arikan’s Inequality (IEEE Trans. Inf. Theory, 1996) 5 04
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where H,(D) denotes Rényi Entropy of order «.

Result so far missed in the cryptographic community. Additional Results in the Paper

Rényi Entropy We prove that guessing some out of many keys costs time
m 2"(P) classically, and

m 20(D)/2 quantumly.

B D uniform = H,(D) = Hy(D) for all o, 5 € |0, +0].

B D non-uniform — H,(D) decreases as « increases.



